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ABSTRACT

Agents represent a great technology that allows develop-
ers to build complex applications. Agents’ capabilities in-
crease as much as they can cooperate and coordinate to-
gether in Multi Agent System. Developers can exploit role-
based approaches to deal with coordination and coopera-
tion issues. In this paper a new approach to the role de-
velopment and deployment is presented: thanks to adoption
of a clear model and of Aspect Oriented Programming, the
role development and deployment is simplified guarantee-
ing the respect of any environment specific rule.

KEYWORDS: Mobile Agents, Roles, Aspect Oriented
Programming, Agent Coordination, Resources

1. INTRODUCTION
Agents are autonomous computational entities with
problem-solving capabilities, that can perform their task(s)
in open and dynamic environments [17]. Thanks to their
main properties (autonomy, reactivity, sociality and mobil-
ity) agents can be successfully exploited in today’s complex
systems, even playing as digital human counterparts. To-
days agent-based systems often involve multiple agents in
order to divide complex tasks into simpler ones; such kind
of applications are called MAS (Multi Agent System). In
MAS systems coordination among agents is fundamental
and several approaches exist to manage it, including Tuple-
Spaces [10], Group Computation [16], Activity Theory [19]
and Roles ([11], [12], [21]). Of the previous approaches,
those that seem the most appropriate to face the dynamism
required by MAS systems are those based on roles.
Roles represent stereotypes of behavior that agents can use
in order to achieve their aims [3]. The idea is to abstract
some behaviors common to different agents, embedding
them into one or more roles, that agents can assume and use
on demand during their life in order to express the above be-

havior. This leads to a clear separation of concerns during
the agent development: roles and agents can be developed
in separated and different ways, and even at different times,
promoting solutions and knowledge reuse [3].

Figure 1 shows an overview of what happens on an envi-
ronment that hosts agents. The host will run an Agent Plat-
form (AP), that is a container where agents live and that pro-
vides access to the surrounding environment. If the AP sup-
ports also agent mobility, it is called Mobile Agent Platform
(MAP). Agents living in the platform can assume available
roles (represented as dresses in Figure 1), thus changing
their behavior and appearance to other agents. Roles can
be used to enhance intra-agent communications, as well as
agent-platform communication, or to simply improve and
enrich the agents capabilities. In other words, agents play-
ing a role (i.e., dressed in Figure 1) can better interact within
the surrounding environment than plain (i.e., naked) agents.

Roles must face portability issues: they should provide the
same facilities on each AP they are installed into, especially
in the case of MAP, where agents can migrate among dif-
ferent hosts.

This paper shows the Resources For Roles (R4R), a system
that promotes the use of resourcess as integration points be-
tween a role and an environment. Such points are used to
apply environmental rules defined at the time of the role de-
ployment.

In the rest of the paper, the term environment will be used
to represent either the surrounding environment of the AP
(the host), as well as the application context of a MAS ap-
plication.

The paper is structured as follows: section 2 introduces
more role related concepts and motivates the adoption of
resources and rules; section 3 shows details of the currently
available R4R implementation and presents a concrete ap-
plication example; section 4 compares our approach to other
similar approaches; finally section 5 concludes this paper.
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Figure 1: An overview of agents running on a specific
host an playing roles.

2. CONCEPTS AND DEFINITIONS
This section introduces the main role concepts, motivating
the adoption of resources and environmental rules.

2.1. Roles and their application
The importance of the adoption of roles in multi-agents and
mobile-agents applications have been recognized and em-
phasized by several research activities, leading to different
role proposals and system implementations ([4], [12]). All
such proposals and approaches mainly differs in the way
a role is defined and, most notably, on how a role can be
used by agents. In particular, the degree of dynamism and
coupling between agents and roles, either during the appli-
cation life-cycle or its development, allows a classification
of each role approach [4]. One concept all role approaches
converge to is that a role is a capability enabler for the agent
that is playing (i.e., has assumed) it.
BRAIN (Behavioural Role Agent INteractions) is a very
flexible role approach that allows agents to dynamically ex-
ploit roles, letting the latter to be developed in several ways
[7]. BRAIN defines a role through a set of capabilities and
an expected behavior. The former is implemented through
a set of role actions, while the latter through a set of events,
that the role is supposed to manage in order to behave in
a specific way (see definition 1). Managing events through
the assumed role, makes the agent behaving accordingly to
the role specification [7].

role = (actions, events) (1)

It is important to note that, disregarding the role approach,
a role must be developed accordingly to a specific environ-
ment [3]. For example, roles can be developed to embed
a part of a communication protocol for a specific context,
as for agents participating in an e-democracy scenario [6]
or in an Ambient Intelligence scenario [5]. It is clear that,
being roles tied together and to the context, they must be
developed with regard each other and the application en-
vironment. Some of the role actions will be environment-

independent, being tied only to the application context,
while others will be environment-dependent, tying thus the
role implementation to the environment where it will be
adopted. The definition 1 can be therefore specialized in
the 2.

role =

(
actionsenvironment−dependent ,

actionsenvironment−independent ,

events

)

actionenvironment−dependent =

(
action,

environment

)
(2)

2.2. From plain roles to resource based roles
In order to limit the impact of the environment-dependent
actions, that undermine the role portability, the R4R ap-
proach exploit the concept of resources, abstractions over
environment entities. A resource can be a physical de-
vice (e.g., a printer), a service (e.g., a database clus-
ter), another couple agent-role (e.g., an agent providing
a yellow-pages service) or a mix of them. Typically re-
sources are used to embed an environmental-dependent en-
tities, and a set of actions that can be performed through
them. The role definition is therefore revisited, to in-
clude also a set of resources (see definition 3). The
same resource can be exploited by different roles, ex-
posing different actions to different roles. For exam-
ple, a shared database resource can expose only a
query action to a database user role, while can pro-
vide actions like create db,drop db,manage usr to
a database administrator role.

role =

(
actionsenvironment−independent ,

events,

resources

)

resource =

(
actionsenvironment−dependent ,

policies

)
(3)

Since resources are tied to a specific environment and a con-
text, they cannot be accessed in an not discriminated way,
but their use must happen through a set of resource poli-
cies. These policies define how the resource can be used
by roles (and therefore by agents), implementing a set of
rules specific for each application context. For instance, in
the above database the database user role can exploit
the query operation only after having obtained access to
a database connection. The database connection can be ob-
tained only following the rules of the application environ-
ment, that can impose some pooling techniques, rather than
others. To achieve this, there must be a database resource
that is exploited by the database user role and is ac-
cessed through resource policies. From this simple exam-
ple, it should be clear that the roles actions should exploit
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Figure 2: Different actors involved in the role develop-
ment and deployment.

resources and that should be decorated with a set of other
actions (resource policies) to improve the role integration
within the environment it is being played. Manually dec-
orating every single role with environment rules will lead
to a static dependency between the role and its environ-
ments, that is not allowed in dynamic scenarios. There is
the need of an automatic way to integrate roles into envi-
ronments, applying policy rules to all resources a role ex-
ploits. If roles are designed exploiting resources, the appli-
cation of policy rules can be performed at the role deploy-
ment time. Please note that the actors involved in the de-
sign/development phases (see Figure 2) are the followings:

• resource designer: designs a set of resources that ab-
stract some environment dependent entities, and that
can be used in one or more roles;

• role designer: is in charge of designing a role pat-
tern that express the stereotype of a behavior, using
resources when needed;

• role deployer: defines the rules that a specific role
action must follow when accessing one or more re-
sources.

2.3. Definition of policies: pre and post condi-
tions

Environmental policies can be expressed as a set of precon-
ditions and postconditions, respectively a set of conditions
that must be validated before and after the execution of the
role action. The conditions could be bound to every ac-
tion available through a resource (see definition 4). Despite
their name, pre and post conditions could be not only simple
tests, but also concrete actions that must be (successfully)
executed before and after a role action. This means that the
execution of a role action has a modified control flow (see
Figure 3) that force the action to be executed only after all
the preconditions and before all the postconditions.

Figure 3: A role action control flow is modified through
pre and post conditions.

In the database example of the previous section a precon-
dition could check the database connection against a maxi-
mum allowance, as well as a postcondition could force the
immediate database disconnection in order to keep the ser-
vice availability for other incoming agents. Another exam-
ple could be an intra-agent communication, that could force
a postcondition of logging, in order to realize an overhear-
ing service for automatic role suggestion [8].

resource =

(
actionsenvironment−dependent ,

preconditions,

postconditions

)
(4)

The conditions are defined by the role deployer actor, that
knows how to effectively bind a role to the environment she
administers. A condition can execute any piece of code,
even if not belonging to any role or resource. This is very
important to implement environment policies, since the role
deployer can thus bind a role action to a library that only that
specific environment is using (e.g., a third party library).
This also promotes the code and solution re-usability, since
each environment is free to implement and adopt their own
libraries.
Each condition must include the information about the re-
source action it refers to, the context (pre or post) and, of
course, the condition to be checked or the action to be exe-
cuted (see definition 5). Additionally, preconditions specify
if the execution must continue in case of failure.

condition =

(
role action,

{pre|post}, {check|action},
[continue if fails]

)
(5)

The adoption of pre and post conditions enhances the ex-
pressiveness of the environment policies. In fact, thanks
to preconditions it is possible to even inhibit the role ac-
tion execution (e.g., the resource is, at the moment, under
maintenance), while thanks to postconditions it is possible
to alter the result of a role action in the surrounding environ-
ment (e.g., changes to a just inserted record in a database).
Moreover, postconditions could be used to implement a re-
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Figure 4: Main classes of the resource/action abstrac-
tion.

action to a role action, changing the action impact on the
surrounding environment, and make the latter reacting to a
specific role action. For instance, it is possible to react to
an insert role action against a database performing an
automatic database replication to another environment, or
notifying other agents of the availability of a new record in
a way very similar to that of a reactive tuple space [9].
Conditions can be used to perform the role deployment and
integration with the environment.

3. IMPLEMENTATION DETAILS

This section shows the R4R implementation, that is avail-
able under the GNU GPLv3 licence and has been imple-
mented in Java as a module for the Aglets Mobile Agent
Platform [1], even if it does not depend in any way from
such platform.
Even if R4R does not depend from any particular role ap-
proach, it has been implemented to be compatible with
the RoleX role system [7], an interaction infrastructure of
BRAIN.
R4R exploits the Aspect Oriented Programming (AOP)
[15], with particular regard to AspectJ [2], and the Java An-
notations to implement the conditions for role actions.

3.1 Resources

From the design point of view a resource is quite simple: it
must allow one or more actions, that must be scheduled and
executed depending on the resource implementation details.
In order to be as much portable as possible, a resource in-
cludes an action queue, that stores incoming actions and
sorts them depending on different strategies (e.g., priority,
FIFO, LIFO, etc.). There is no assumption on the threading
system, letting to the resource designer the task of defining
how to manage requests.

public interface Action {
public Object execute()

throws Exception;
}

public class ActionResult {
public Object getResult();
public Type getType();
public boolean hasError();
public void addPreConditionExecuted(

Method method);
public void addPostConditionExecuted(

Method method);
}

Figure 5: The Action and ActionResult declara-
tion.

Figure 4 shows the main classes used to implement the re-
source structure. The main class is Resource, that is com-
posed by an ActionQueue, that stores Actions to be
executed. The Action interface is quite simple (see Fig-
ure 5): it only has the execute()method that can be used
to wrap what the action must do. The action return value is
embedded into an ActionResult object (see Figure 5), a
wrapper that provides additional information on the action
execution, for instance occurred error(s).
At glance Resources accept Actions to be scheduled
and executed, and return ActionResults accordingly.
The main method of Resource are (see Figure 6):

• scheduleAction(..) accepts an action, checks
if the action is valid for the resource and enqueues the
action for processing it;

• getResult(..) provides the result of a previously
scheduled action, either in blocking or non-blocking
way.

• getAllowedActions() provides a set of actions
that the resource can accept and schedule.

Please note that in this phase, no pre or post conditions def-
inition are required or involved.

3.2 Roles and Actions

The R4R approach defines that resources must be accessed
through roles. For this reason, the RoleX tagging inter-
face GenericRole [7] is implemented by a concrete class
Role that provides support for resources (see Figure 7).
It is important to note that resource actions should not be
executed directly, but through the execute(..) method
of the Role class. This is due to allow the role to enforce
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public class Resource<A extends Action>
implements Runnable{
ActionQueue<A> scheduledActions = null;
public boolean scheduleAction(A action);
public ActionResult getResult(A action,

boolean blocking);
public Set<A> getAllowedAction();
...
}

Figure 6: The Resource class.

public class Role
implements GenericRole{
public Set<Resource<TaggedAction>>

getResources();
public Set<TaggedAction>

getResourceActions();
public ActionResult

execute(TaggedAction action)
throws Exception;

}

Figure 7: The Role class.

the action control flow, for instance checking required priv-
ileges, etc.
Please note that the role of Figure 7 does not
work directly with Actions, but with their special-
ization TaggedActions, that are actions with an
OperationDescriptor associated to it. The latter is
a semantic descriptor of an action that can be used to under-
stand the meaning of an action execution (for further details
see [7] and [3]).
The adoption of OperationDescriptors allows an
high degree of dynamism: agents can search for a specific
action only with semantic information, disregarding imple-
mentation details (like knowing which resource an action
must be scheduled to).

3.3 Implementing conditions: the Resource
Scheduling

Having designed and implemented the resources and the
roles required, it is the moment to deploy them to a par-
ticular environment, and here is where the pre and post con-
ditions come. Pre and post conditions are applied modify-
ing the resources’ action scheduling: all preconditions are
executed before the resource action, while all the postcon-
ditions are executed after it. This creates a set of scheduling
rules specific for each resource action.

public @interface Precondition {
String className() default "this";
String methodName() default "";
boolean continueIfFails() default false;
String actionClassName() default "";

}

Figure 8: The @Precondition annotation.

As stated before in this section, the above scheduling rules
are implemented using Aspect Oriented Programming, and
in particular the AspectJ [2] language extension. Neverthe-
less, deployers are not required to write their own schedul-
ing changes programmatically, rather they can define pre
and post conditions in a declarative way. To achieve this,
appropriate Java annotations have been defined.
Preconditions are defined through the @Precondition
annotation, that is reported in Figure 8. As read-
ers can see, the annotation includes information about
the class and method to invoke as precondition (respec-
tively className() and methodName()), informa-
tion about aborting due to errors (continueIfFails())
and the action to which this precondition refers to
(actionClassName()). The latter is used when the pre-
condition scope must be limited to a specific action (and
thus to one or more roles). Postconditions have a simi-
lar annotation, @Postcondition, that is not shown for
brevity.
The condition processing is performed through the
Scheduling aspect. This aspect captures a specific set
of join-points [2] and implements before and after advices
to execute each declared pre and post condition. The ex-
ecution of the action is therefore surrounded by the above
advices, that change the control flow as reported in Figure
3.
R4R allows two main ways of declaring pre and post con-
ditions through annotations:

• declaring them within the action code: is the less
portable method, since the action code must be manu-
ally tagged with pre and post conditions. Nevertheless,
this is the most customizable approach: each action
can specify its own rules;

• declaring them where the condition code is required:
is the most practical way and also the most portable.
Nevertheless, in this way it is not possible to define
per-action different rules.

Please note that, in the case of multiple pre or post condi-
tions, a single ActionResult is returned; such result is
shared among conditions and thus represents a global result
over the execution of all conditions.
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Figure 9: A graphical overview of the whole mechanism.

Figure 9 shows the complete overview of the process of ex-
ecuting environment specific actions through resources in
the R4R approach:

1. the agent obtains, through one of its roles, a list of ac-
tions available on the resources owned by such role
itself;

2. the role queries each resource and returns a list of
available actions;

3. the agent chooses an action (depending on its seman-
tic description) and requires to the appropriate role to
execute it;

4. the role schedules the action to the resource and waits
for the resource to process such action (i.e., the result
obtained from the resource in a blocking mode);

5. the scheduling aspect searches for any pre and post
conditions for such action execution, and changes the
action execution control flow appropriately;

6. once the resource has executed all the preconditions,
the action itself and all the postconditions, a result is
returned to the agent role, that in turn passes it to the
agent that has previously requested the action execu-
tion.

3.4 Application Example

In order to better explain the above concepts, this section
provides an application example similar to the database en-
vironment of section 2.2.

public class DatabaseAction
extends TaggedAction {
public Object execute()
throws Exception {
DBUtils ut = new DBUtils();
return ut.query("SELECT * FROM PRODUCTS");

}
}

Figure 10: The DatabaseAction of the example.

public class DBUtils {
@Precondition(
className="org.aglets.r4r.examples.DBUtils"
methodName="init", actionClassName=

"org.aglets.r4r.examples.DatabaseAction",
continueIfFails=false)
@Postcondition(
className="org.aglets.r4r.examples.DBUtils",
actionClassName=

"org.aglets.r4r.examples.DatabaseAction",
methodName="finish")

public Vector query(String sql);
public void init();
public void finish();

}

Figure 11: The DBUtils environment-dependent li-
brary.

Imagine an environment where there is a DiscoverRole
role that owns a DatabaseResource that allows
agents to query a database. Such resource exposes a
DatabaseAction as shown in Figure 10. The action is
very simple: it creates a DBUtils object used to query
the database with an SQL query, reporting then the re-
sult to the caller code. The DBUtils class represents
an environment-dependent library, and it is where the pre
and post conditions must be attached to. To keep the ex-
ample simple, as shown in Figure 11 the database code
requires, before the execution of a query (query()) of
setting up and tearing down the database connection and
related resources (respectively the methods init() and
finish()). In order to force the right set-up and tear
down of the database resources, the query() method is
annotated with a precondition and a postcondition. Please
note that the annotation indicates the exact class and method
to be executed as pre and post conditions.
Finally, the agent shown in Figure 12 iterates
over its own role actions searching through the
OperationDescriptors for an operation named
PRODUCT SEARCH, that is than executed.
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It is important to note that the agent simply executes the ac-
tion through the execute() method, without having any
knowledge of any change to the action control flow due to
the application of conditions by the Scheduling aspect.
In other words, the run-time execution is transparent to the
agent execution.
Conditions can be different from site to site, and can be even
not required on certain environments. This is where the
value of the role deployment becomes more important: the
roles and the resources are stereotypes common to all en-
vironments, but their use depends on per-environment poli-
cies.
This brief example demonstrates how the R4R approach can
help developers specifying and implementing pre and post
conditions for environment dependent actions; more com-
plex scenarios are possible, but they are not shown here due
to paper length. Please note that the above example shown
one of the two ways R4R supports the definition of policy
rules, that is declaring them where the condition code is re-
quired (see section section:aspect); the other way (declar-
ing them within the action code) is not shown due to paper
length.

public class DatabaseAgent
extends Aglet {
private Set<Role> roles = ...
public void run(){
try{
for( Role role : this.roles )
for(TaggedAction action :

role.getResourceActions() ){
OperationDescriptor desc =

action.getActionDescriptor();
if(desc.getName()=="PRODUCT_SEARCH")

ActionResult result =
role.execute(action);

}
}catch(Exception e){}

}
}

Figure 12: The DatabaseAgent that exploits the role
action.

4. RELATED WORK
This sections presents a few approaches related to R4R. For
a complete comparison of main role approaches, please see
[4].
R4R is not the only one role approach that exploits AOP,
in fact Kendall’s proposal aim at covering different phases
of the agent-based application development combining con-
cepts of roles [18]. Briefly this approach binds agents to

roles, chosen among those available in a role catalogue, us-
ing AOP. This is clearly different from the R4R approach,
that does not touch the role assumption and use, rather the
role-action execution, and in fact it is possible to exploit
R4R over the Kendall’s approach.
RoleX approach is a very dynamic and flexible approach
[7]. Briefly RoleX allows an agent to dynamically assume a
specific role, merging the agent structure (i.e., class defini-
tion) with the role one, as the two were developed as a single
entity. Even if very flexible, the RoleX approach does not
take into account resources and environment policies. This
is the main drawback in RoleX that motivated R4R to be
implemented on top of it (see section 3).
The Mobile Agent Reactive Tuplespace (MARS) [9] is a
coordination environment for mobile agents that does not
involve the concept of roles, but exploits a shared tuple
space to let agents communicate. This approach is inter-
esting because it allows the definition of reactions to tuple
management, that can be similar to the postconditions of
R4R. However, the absence of roles and the capability to de-
fine only reactions and not more general conditions makes
MARS a more limited approach than R4R.
An interesting approach that models interactions through
roles and actions is RICA and its Java implementation
RICA-J [20]. This approach improves the FIPA standard
[14] with support for social concepts, but there is no defi-
nition of actions tied to a specific environment. Moreover,
it must be noted that RICA does not clearly distinguish the
agent from the role that it is playing, since the role repre-
sents effectively the agent behavior (and not an enhanced
behavior ). This implicitly means that there is no separation
of concerns in agent and role development, and reflectively
in agent and action exploitation.
Contract4J [13] is an approach not specifically related to
bagent systems. The Contract4J aim is to enforce design
by contract and its implementation has several parts com-
mon to that of R4R. In fact, Contract4J exploits annotations
and AOP to (statically) enforce contracts between software
components. Nevertheless, it must be noted that Contract4J
is a static approach exploited at the design phase, while the
R4R approach is a dynamic approach exploited at the de-
ployment and execution phase.

5. CONCLUSIONS AND FUTURE
WORK

This paper has presented the Resources For Roles (R4R) ap-
proach, an extension to RoleX that ease the role deployment
and its integration in the final environment.
The idea of R4R is to embed resources in roles and to apply
environment rules to resource actions, so to ease the inte-
gration of roles in the environment itself. Thanks to the ca-
pability of expressing pre and post conditions, R4R allows a
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concrete role deployment to an execution environment. The
conditions will be used by R4R to dynamically change the
action execution flow in order to adapt it to the policies of
the execution environment.
R4R does not require role developers to know specific en-
vironmental details and rules, allowing an high degree of
separation of concerns between the role development and
the administration of the execution environment itself.
Even if already publicly available, the R4R approach will
be improved by future work. In particular the adoption
of XML to describe condition will ease the R4R adoption,
since it will no more require Java skills to role deployers.
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